UDP —
User Datagram Protocol

e Application-layer addressing
e User-data integrity
(similar to IP datagram services)

111111111111111111



UDP Introduction ot

e Unreliable, connectionless, efficient, asyn.
transmission protocol

Datagram-oriented, not stream-oriented protocol

e UDP header

8 bytes, 4 fields

Source port and destination port
« Identify sending and receiving process

Length
« 16-bit field for UDP header and payload

checksum
= 16-bit field for verifying data integrity
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Data Integrity

e Checksum = Pseudo header + UDP PDU + Padding

e UDP pseudo header includes 5 fields: source IP address,
dest. IP address, unused (8-bit 0’s), protocol (in
IP header), length (in UDP header)

15 16

31

16-bit source port number

16-bit destination port number

8 bytes

16-bit UDP length

16-bit UDP checksum

data (if any)

2010/10/11
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Transport Layer Principles :

e Transport layer is called End-to-End, Host-to
Host, or Process-to-Process protocol.

It has no direct relationship with the intermediate
nodes when both ends of transport protocols work.

In IP layer, intermediate routers have interactions
with the sending node.

e Reliability Issue
Unreliable (UDP) + unreliable (IP) = unreliable
Reliable (TCP) + unreliable (IP) = reliable
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Port Number = /3% s575 o

e A connection includes source IP, source port
destination IP, and destination port
IP + port = socket .

Using port number (0-65535) enables multi-tasking
services on a server.

e Classification of Ports
Well-known ports (0 — 1023)
eg. telnet 23, smtp 25, http 80, snmp 161, ... etc
Registered ports (1024 — 49151)
Dynamic and/or private ports (49152 - 65535)
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UDP Implementation :

e Two approaches
Application-to-application pairwise interaction
Clients-to-server many-to-one interaction

e Protocol Port Demultiplexing

Using only the destination port number
Server implementation is easy

Using both source and destination port numbers
Multiple queues for multiple clients

2010/10/11 CSE, NCHU 6



TCP —
Transmission
Control Protocol

e Stream-oriented

e Full-duplex

e Connection-oriented

e Application-layer addressing
e In-sequence delivery

e User-data integrity

2010/10/ CSE, NCHU

e Graceful release




TCP

e Services

Connection-oriented

Establish TCP connection before exchanging data
Reliability

Acknowledgement when receiving data

Retransmission when timeout
Ordering

Discard duplicated data
Flow control

2010/10/11 CSE, NCHU



000
0000
o000
o000
o0
TCP Header (1) :
0 15 16 )|
A
lé-bit source port numbser 16-bit destination port number
32-bit sequence number
32-bit acknowledgment number 20 bytes
: UlA|P|R|5|F
Hhahewder|  Mebmm [R[C|S[s|Y|1 16-bit window size
“ngt G|K|H|T|N|N
16-bit TCP* checksum 16-bit urgent pointer
Y
! options (if any) {
Vd data (if any)
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TCP Header (2)

e Flags

SYN
Establish new connection

ACK
Acknowledgement number is valid
Used to ack previous data that host has received

RST
Reset connection

FIN
The sender is finished sending data

2010/10/11 CSE, NCHU 10



TCP connection establishment °es.
and termination

A

\4

segment 1

segment 3

Three-way handshake
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segment 4

5

YN 141
55315211 ]41553]52”“}
gy 1823083521 18230835210}
.f—mfﬁ.‘m/
%’

FIN 1

4]5531522:!415531522{01 ack 1823083577

TCP’s half close

segment 7

ack 1415531523
- —
1y 13131.‘1535'31'13231133511[0} ack 1415531523
F .
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e

4 4

segment 2

segment 5

segment 6
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TCP state diagram (1/4) sels

e Building a connection (3-way handshaking
e Data transfer
e Graceful disconnection

(A 2o T Al is)
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TCP state diagram (2/4)

e

CLOSED

N active OPEN / create TCB and SYIN

CLOSE [ delste TCB
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passive OPEN / create TCB
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CLOSE / delete TCB
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receive SYN |/ send ACK SYN
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FIN -
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receive ACK of FIN
r

b

lreceive FIN / send ACK CLOSE [/ send FIN
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-
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FIN
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TCP state diagram (3/4) 3

iRNfE(state) @ EE EFH " RITIE . KFRR - R
TRid T ASAE BRI Byl
82 (transition) - #FE EHH—FF "A R, KFER
» BN EARRS » TR —(EHR AR AR 55— (&
ARFE o BEIRE XOA] 73 By A T

—fEFy TS5 0S5 (trigger-less transition) - {17
e EIRRE 45 I% - HENEHAE] N —{E K58
S—AE Ry i =ERS 5 (trigger transition) - H5LZE
B "R, (event)SEAENF o wriERE—(E " EIE
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TCP state diagram (4/4) sels

TCPiH#4IREER F » S HFEARERY THREE, | °

(state) » 43 BIEREHAIT

. ;ﬁ CLOSED ; (ELRARAE4R) » T2k FHbfryiss S 5H 7
7JAII:[

o TLISTEN, (JoEE) » sk EHe TIRFS 5 DT
R N R

» TSYNRECEIVED ; (B2 F|FEHEESYN) » FRE
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o FSYN SENT,; (EV#iXHESRESYN) » FRERLH
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Establish Connection (1/6) sels

"\] active OPEM / create TCE and 5YN

I

| 4
{ CLOSED J Q)

|

|

passive OPEM [/ create TCE {1}
w

receive SYM [ send SYM ,ACKJ (2)
=

il

|

|

|

- |

SYN : SYN

RECEIVED , SENT
|

receive ACK of SYN receive SYM ACK | send ACK

¥ y

¥

") (4)

1
[ ESTABLISHED }
1

HEARZ P58 5 [FI2 R TCPB : TCPA
(a) FEAHYEH LR ARAEE] (Server Side ) ( Client Side )
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Establish Connection (2/6)

(0)E Ty "CLOSED ;5 jiRRG
(1)[Serveri]

& ServerlipEE Tpassive OPENJ B (FEfET
Fcreate TCB ; FYEHE - Wi A TLISTEN ; HREE © [&

FsfEServerlmRiE] " AR 4 (SerVIce)  MERT

CP i EHf

e EINEEII AT DA EServerlm S TCPHYBIEL » TH

2 By Tpassive OPEN ; - [ER{EEF L4554 -

FEAYA(F

I (&g E| & BE ; (Transmission Control Block, f5fE TCB)

» R EEEServerlin BRI TCPEVFT A EEN - tH

A Server

Ui b RS HEA TLISTEN y JRREA BEREZ Clientimf 2 4R 55
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/Iz
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Establish Connection (3/6) 1

(2)[Client]

= Clientsg 4

= Tactive OPEN j E41% - HlEf71 0

create TCB and SYN ; BYEH{E » di#E A TSYN

SENT y HYIREE - [R

H ==

* RE ]

B T2 Ry Tactive OPEN,  FERIMEEAE L4+

EE)Ne

BC:) |y ==jas!

B AFClientlm{d FH TCP R, EHF
» At DIEClientlim 3 TCPAY 5

» EEIL [ T {HEmIEHESE 5 (Transmission
Control Block, fGfETCB) » 7k EEFClientlmA &
TCPHYFT B &N - EHT’@LLJSYNI_JDHHEZA
Serverly » LR

{E
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Establish Connection (4/6) ee

(3)[Serveri]
&Serverit4d: Treceive SYN ; =418 » HlEfT T
send SYN, ACK; HVEI{E - HBE Z > & Serverly
rIClienti (S A 3RS SYNEIT (6 o e
SYNEZACK&ECliently; » 28 T F = [EACHE 4
o (B BH{F

(4)[Clienti]
= Client2t4E Freceive SYN, ACKJ Hik1g » HiE
17 "send ACK y IVENTE - #iE > & Clientlizly
FlServerim[o ERVHEL L E ACKELEEHESYN
5 > {Fer(o fﬁ—{lﬁﬁzmﬂQACKZ/‘Serveritﬁﬁ tr

WUE T T = RKE g B = EEE o AT
2°1E08TABLISHEDJ (R s nonw y




Establish Connection (5/6) e

(5)[Serverli]
=Serverzg4: Treceive ACK of SYN ; E41%
Kﬁﬂfﬁ@ﬂ’ﬁ B A "ESTABLISHED ;5 ik
s AE 2 0 B LW EI Clientlis[o @El%ﬁ%?m%‘ﬂ%
ACK@% ABATIETENE » HEEFEA T
ESTABLISHED ; ;|RFzg

Y J
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Establish Connection (6/6) sels

TCP B TCP A

( Server) { Client)
1 LISTEN CLOSED

2 SYN-RECEIVED =S5EQ=100==CTL=5YN= SYN-SENT

3 SYN-RECEIVED

4 ESTAELISHED =SEQ=101=ACK=301==CTL=ACK> ESTABLISHED

TIT T

—
=SEQ=300=<ACE=101=<CTL=SYN ACK=> — ESTABLISHED
—
—

3 ESTABLISHED ESTABLISHED

=SEQ=101=<ACEK=301=<CTL=ACK=<DATA=>

%ZIKZ r Eﬁﬁﬂ?ﬁ‘: d Ig‘l_}/{:@\%? 3 active OPEM [ create TCE and SYN

(b) &R EARFHELS CLG;’SED J () )

w

I

i

. I
passive OPEM [ create TCE [1} I
i

1

LISTEM

receive SYMN / send 5YN ,ACI{J (3)

=
il

SN SN
RECEIVED receive ACK of S¥N receive SYMN ACK [ send ACK SENT
J > 2 -
(5) : (4)
ESTABLISHED
|
2010/10/11 :
TCPB : TCPA

(Server Side ) ( Client Side )



Close Connection (1/7) .

o TCPHY T 5B

4R 0 T2 RIRIETFRVERZAEDS

{Herfc 793 FfE At B I (AT S IETFIVE

Zek(
A5y Ry LU e

) >
A [ElRL

Normal Close Sequence
Simultaneous Close Sequence

o DUMEST B — (A4 " RPAEHLR 5 72\

(Normal Close

Sequence)#ET TR


http://www.rfc-editor.org/rfc/rfc793.txt�

Close Connection (2/7) o2

) EEFETEN TESTABLISHED ; kRS
2 kLU TN RER
(2-1) [TCP A]

EAImEs e TCLOSE ; #YEMF1% - (FerifEfT "send FIN ; AYE)E jffi_]\ "FIN
WAIT-1 ; HUIREE - 15 2 » BUEATALmHIRE SN R PRI - & EEEH5E
RAVEHEFINGG ¥ 5 - A A TFIN WAIT-1 5 A IREE -

(2-2) [TCP B] TCPA TCPB
& BImat L Treceive FIN ; HYE1Z -
{FEriErT "send ACK y HYEH{E » JHEA [ ESTABLISHED }

" CLOSE WAIT ; HREE - iz - B
?ﬁ%BU#ﬁ?&ﬁ?UAHﬁ%% CLOSE / send FINJ :receiueFlm I send ACK
B@%@Z;ﬂ HFINE > @ FIN T temmmmmmee *{ CLOSE
PR B ACKZ LT . ) il
75 > i A TCLOSE WA|T'I[j: receive ACK of FIN CLOSE / send FINiH—l}I

515
IR N [
{4-2) {receweFlN I send ACK Timeuut=2m3|_recmem}{ of FIN ; (5)
1 REEA 43 ( Normal Close Sequence ) ,[ TIME WAIT | aeerce CLOSED
(a) IE% TRERAMLE ; 2 REEE ) (6)




Close Connection (3/7) e

3 [TCP A]
ARz Freceive ACK of FIN ; SE5(7% » (8 A FFIN WAIT-2
HIAREE - 5 2 0 BEUNE | Blm B EAVHERLGHEACK Z 1% - AT
gI7E > (EE A "FIN WAIT-2 5 BYiREE

TCPA TCPB

{ ESTABLISHED }

receive FIN / send ACK

CLOSE [ send FINJ {1}

FIN 2 mmmmmmmees CLOSE
WAIT-1 T (2-1) (2-2) ’{ WAIT ]

o -

L]
(3) lreceiueAcK of FIN CLOSE / sendFiN | (4-1)
v
FIN
WAIT-2 } { Last ACK ]

receiveFIN / send ACK receive ACK of FIN : (5)
Timeout= 2M3L w

(4-2) {
TEH A 4R ( Normal Close Sequence ) ,[ TIME WAIT | ,[ CLOSED ]
() IE3 TRARAELR , RS J (6)




(4-2) {
TFH BAEAE 4 (Normal Close Sequence )
(a) IEH

Close Connection (4/7)

9 TR PU TN
(4-1) [TCP B]

& Blm# 4 "CLOSE y HYH& - & (T "send FINy HYEH(E - WHEA T

LAST ACK ; HYIREE - # 5 Z » BLEAE Blim AR =\ 2248 (i RE P AR -
SERRATEREFINGS E 7 > Ak A TLAST ACK 5 FIREE -

(4-2) [TCP A]
=AmEE4 Treceive FIN ; A%
 [HegEEfT Tsend ACK,; FVENE > M 1cpa
#EA TTIME WAIT 5 HYIRRE - S 2

TCPB

?ﬁmAnﬁ”ﬁ%gquﬁg%mmwﬂéFlNa%: { s ABLISHED }

’ ,TZ_I_Im_lE A5 DHEACKZAif[jj ’ SD: .
A T TIME WAIT dl El/jﬁj(% CLOSE / send FIHJ {1}

FIN
WAIT-1 (2-1)

{3) |receiveAck of FIN

FIN
WAIT-2

receive FIN / send ACK

receive FIN [/ send ACK

Timeout= 2M3L
{
delete TCEB

G EBEL

CLOSE
WAIT

e

CLOSE / sendFIN | (4-1)

h 4

{ Last ACK

o

receive ACK of FIM ' {5}

h 4

F[ TIME WAIT
P RAER S, > dRAE J

(6)

CLOSED ]




Close Connection (5/7) 4

55 [TCP B]
= BimEt4 Treceive ACK of FIN ; 1% » [ E#E#E A TCLOSED ; #Y
REE - S 2 0 BLEIEAlig e EAHESLEREACK Z 1% » AET(E(ATE)
{E » EEB#E A "CLOSED ; HYikRE

TCPA TCPB

{ ESTABLISHED }

1) !
:receiueFIN I send ACK

CLOSE { send FINJ {

FIN tommm e CLOSE
WAIT-1 ]‘ (2-1) (2-2) ’{ WAIT }

L]
(3) lreceiueﬁCH of FIN CLOSE / sendFIN : (4-1)
v
e =
[ 1
(4-2) {receiueFlN I send ACK receive ACK of FIN : (5)
Timeout= 2M3L w
I
IEFSRAR &R (Normal C!osbe Sequence ) >[ TIME WAIT |_seerce { CLOSED }
(a) IE% TRARAMLE ; ZIREEE J (6)




Close Connection (6/7) sece
6) [TCP A] @
= Aliias [ Timeout=2MSL]F 4% - {H&sh{T[delete TCBIEIEY(F - f:

i A[CLOSEDJ#JREE - = » i EAFEFEF2MSL(Max Segment
Lifetime, fEFEMSL)AYRFRE 1% - FRF RGAE " IR 5 FEERFTEEIIAY
TCBHIEF - i A[CLOSED]HVAREE - MSLi&fe £ Ar 49 {Him+ > 5t
Fal e R IFE > TP R FE R 25 0IMSL » B HECRES HYE 4R ET ), -
AN FFEEEME T > M HHEETHY LR E R

TCPA TCPB

{ ESTABLISHED }

i
CLOSE [ send FINJ {1} :receiueFIN I send ACK

FIN tommm - CLOSE
{ WAIT-1 T (2-1) (2-2) ’{ WAIT }

(3) lreceiveﬁ.l:l{ of FIN CLOSE / sendFIN | (4-1)
v

FIN
{ WAIT-2 } { Last ACK ]

receive end ACK receive ACK of FIM : {5}
Timeout= 2M3L k4

(4-2) { FIN / s
1EH BHEA#I4E (Normal Close Sequence ) { TIME WAIT 1 eercs { CLOSED ]
() TE% TRARAEL ; ~HREEE J (6)




o000
. 0000
Close Connection (7/7
XX
[ X |
[ ]
ik TCP A Action TCP B
1 ESTABLISHED ESTABLISHED
{Close) _ _ _ .
2 SINwamry > <SEQ=100><ACK=300><CTL=FINACK> —  CLOSE-WAIT
3 FIN-WAIT-2  « <SEQ=300><ACK=101><CTL=ACK> e CLOSE-WAIT
4 TIME-WAIT  « <SEQ=300><ACK=101><CTL=FIN.ACK> <« (Close)
. LAST-ACK
5 TIME-WAIT — <SEQ=101><ACK=301=<CTL=ACK> — CLOSED
] (2 MSL)
CLOSED TCPB
1F 5 BEEAE 4% ( Normal Close Sequence )
(b) BEEAE LR~ EERFHEZRS { ESTABLISHED }
| |
CLOSE  send FIHJ {1} :receiueFIN ! send ACK
LY
FIN @[ | mmmssmssee- CLOSE
WAIT-1 (2-1) (2-2) WAIT
I T
(3) lreceiueAcK of FIN CLOSE / sendFIN | (4-1)
h A
N { st
| |
(4-2) | receiveFIN / send ACK receive ACK of FIN : (5)
Timeout= 2M3L k4
!
1EH BEEA 4R (Normal Close Sequence ) ,[ TIME WAIT | aeiercs CLOSED
o N g
() TE3% TRARAELR , ~HREEE ] (6)




— ——=] o000
TCP= A B 355, H
TCPmSYN/"/ “3 %2 (TCP SYN Flooding Attack) » i & ¥ 4+% T =
xé@’_,ﬂ (Three-Way Handshake) ¢33 2hig (7528 > 3 e T = %
#i& 7 P «'JT—:’?&F:
l)Client‘ ;‘gd % 41— B SYNe e 4 31 ,?,f/;. R > ¥ & Fid s
2) PP A e F|Clienth el # 2 4, o WJ&UE J‘»@fﬁﬂi" ] €
2 3] (Queue)f’ > - B FTCP:g s p 5 (TCP Connection
Entry) » 2 3|2 =@ 578 4 # "f’l’ﬁfﬁk FDNY - BRI
SYN » 1 % W*fr%— BACK#%Clienti# &k e SYNRE #H 21 4 » & ,jfm
SYN+ACK
3)C11ent£r“§%f§FR;#.«é Kenfep A g » 2w - BrE:RACK -
B—*@ MA IR
ef A%z ﬂﬁ,ﬂ?Chenthﬁ%ACK KRR )i $Y: /z‘fb}ﬁ’:‘fﬁﬁ L
%%g— B PEE (wait) > 23] T pF g (timeout) s » 4 €
77| (Queue)® = FTCP: 5238 p ;5 (TCP Connection Entry)# “T’
ﬂ 25— B RPPRBaHFF(Queue) it 7 5 TTCP: s p 5 (TCP
Connection Entry) e #cs & > — © 7] 5% 8 0 (& Kk emf sUk-¢
#Z # (discard)
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TCP SYN Flooding Attack 2

B4t Setfyid H CAYIP Address By HoA FAEEE N FAEAYIE
f#%IP Address - A eErfER H CEIEAIP Addresszik 5 5K Bl {a]
AResiEigh - Ea?% W‘%LIPJ (IP Spoofing)

BT T = KlE g BVE— PR  BEPPEESYN
ikl as Jﬁt%ﬂﬁlﬁ%‘g%‘é a|fiE U =[a5ciE 5 AVEE PR
SYN+ACKHE » Frrlo|fERY HEVIP Address A EIERYIAEE
0 IMEHRsERIP Address » [LEFZ U E EasR & —
HEAH(wait) " =[5 5 HYEE =20 E&ACK & > HEEES
(timeout) » R T FEARCESE 5 (half-open connection)
BB EER T RERN TR 5

(half-open connection) - B3t

IR E AR asHIT%(Queue) » iEHk Ak Es

HIAERS A S A IR F HL TAF - FEfETEE

th e PIHERTE 75  (Daniel of Seryige,

fiifEDOS) HY—7d#
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Addressing In various layers e

e |P-layer --- type field of Interface header
e TCP/UDP-layer --- Protocol field of IP header

e Application-layer --- port field of TCP/UDP
header

In general, an application entity uses both port number
and IP address to uniquely identify each other
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User-data integrity of TCP/UDP | ¢

e Checksum over pseudo-header & entire
TCP/UDP segment

e Pseudo-header (12 Bytes) includes

(1) source IP address (2) destination IP address
(3) zero-valued octet (4) 8-bit protocol field
(5) 2-byte of UDP/TCP length

e Checksum is done byte by byte, then take

Its 1’s complement
Note: the checksum field is first initialized by zeroes
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Performance Issues over ees.

Transport layer (1/3) 43

e Performance requirements for application: response

time and throughput

e Performance metrics for data networks and the
Internet: delay (transmission, propagation, processing,
and queueing) and throughput (in general,
transmission delay dominates the propagation delay
In the case of slow data links)

e The delay depends on data rate, distance, velocity of

pro
a=
pro

transmission channel bit-length / PDU bit-length

2010/10/11

pagation signal, and the size of the packet. Define
propagation delay / transmission delay, that is

pagation delay x data rate (throughput), which is
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Performance Issues over 44

Transport layer (2/3) :

a = R*D/L Is a single critical system parameter

Flow control, error control, and congestion control are
three issues to be considered, especially when a is
large.

Several mechanisms are proposed in data link layer for
flow control and error control.

The object of congestion control is to maintain the
number of packets within the network below the level at
which performance falls off dramatically.
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Performance Issues over 44

Transport layer (3/3) :

e Backpressure — can be selectively applied to logical
connections so that the flow is restricted or halted on
some connections, this restriction propagates back
along to the source.

e Choke Packet —Is a control packet generated at a
congested node and transmitted back to a source node
to restrict traffic flow. (such as ICMP source quench)

e Implicit Congestion Signaling — a source can detect
Increased delay and packet discarded

e Explicit Congestion Signaling — the network alerts end
systems to growing congestion within the network and
the end systems take steps to reduce the offered load to

Ahg.network. "



Interconnecting LANs (1/3) -

e A segment is a section of a network separated by
bridges, switches, and routers

e Bridge Is a layer-2 device, uses MAC address to
make decisions regarding forwarding data packets

e Bridge forwards broadcasts and is susceptible to
broadcast storms.

e Hub provides a technology for sharing access to
network with all computers connected to its ports in
the LAN but lacks the capability to isolate the data
traffic and to provide a direct data connection.
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Interconnecting LANSs (2/3) -

e Layer-2 switch provides direct data connections,
minimizing data collisions, and maximizing bandwidth
use.

e Switch has multiple ports (similar to hub) and switch in
data port to port (similar to bridge), sometime it is called
multiport bridge.

e Layer-3 or layer-4 switches are becoming available.

e Router is a layer-3 device, uses IP address to making
routing decision regarding forwarding data packets.

2010/10/11 CSE, NCHU 37



Interconnecting LANs (3/3) -

e A router must have a minimum of three ports.

e Router is configured to know how to route data
packets entering or exiting the LAN (while layer-
2 switch knows how to forward data to hosts
physically connected to its port)

e Gateway describes the networking device that
enables hosts in a LAN to connect to networks
(and hosts) outside the LAN.
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Troubleshooting TCP/IP

e Testing Basic Connectivity
Ping
e Testing Network Access
Ifconfig, netstat, arp
e Tracing Route (checking routing)
Traceroute, Ripquery, netstat
e Checking Name Space
Nslookup, dig

e Analyzing Protocol Problems
Etherfind (Wireshark), Tcpdump

2010/10/11 CSE, NCHU
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